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Abstract
The sustenance of the global economy hinges on the ability of developing
nations to maintain the stability of the banking systems in their countries. There
are globally accepted Business Continuity and Disaster Recovery (BCDR) and
planning systems, but in Nigeria, the effectiveness of such systems is greatly
reduced in the light of the peculiar convergence of severe localized risks and
systemic weaknesses. The present contribution, then, is the result of a
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systematic review involving ten selected journals and a strategic gap analysis,
to develop a customized BCDR for the Nigerian Financial Services Sector. The
review found the following three most important gaps: (1) Lack of specificity to
the cyber (fraud) architecture in the sub-region which is particularly susceptible
to financial fraud interdiction and advanced social-engineering scams. (2) Lack
of coherent models for recovery with the Central Bank of Nigeria (CBN) and
reputational losses, regulatory compliance, and other model recoveries
interwoven. (3) A strong need to localize the metrics, such as Customer
Accessibility, Recovery Time Objective, and other indicators of success, which
are global to infrastructure realities (e.g., grid instability, fiber vulnerability). The
suggested Strategic Roadmap is built on three focused pillars (Secure, Adapt,
and Measure), aiming at assisting financial entities to obtain a resilience
framework that incorporates technology with sustainability. The framework
focuses on delivering more than just uptime; it aims to provide uninterrupted
customer access, regulatory provision, and operational trust. It will facilitate
advanced work on resilience computational models with multiple recovery
levels, predictive risk models, and other AI-based perturbation models meant for
developing economies.

Introduction
Background

Having a properly functioning financial services sector is essential to the stability of a nation and the
growth of its economy. Business Continuity and Disaster Recovery (BCDR) planning, incorporating the
methodology for ensuring the availability of essential functions for the time immediately preceding, during and
following a disruptive event, constitutes an essential regulatory, operational, and actually worldwide reality. For a
fast-growing economy like Nigeria, where the financial services sector is fully digitized and serves as the key
driver of commerce, the value and applicability of BCDR planning are of great importance.
Unique Risks in the Nigerian Context

Standardized BCDR is a tested concept in many countries, as is the BCDR strategy. The BCDR
strategy as it relates to Nigeria is however, subjected to a unique BCDR environment resulting from a blend of a
higher order of risks virtually absent in developed countries. These unique regional risks include:
• Persistent Cybercrime: As illustrated in its financial crime and fraud facets with its predominant attempts
at and the executing of 419 scams as well as the more recent, contemporary so-called earned “Yahoo Yahoo”
schemes, is endemic with cyber (criminal) fraud being the foundation of modern BCDR;
• Infrastructure Instability: Uganda – Public sector infrastructure (especially in regards to power where
grid collapse is common) and in regards to connectivity where fiber backbones are weak; is a great single point
of failure that severely compromises Recovery Time Objectives (RTO).
- Systemic Financial Vulnerability: Macro-scale threats, such as climate vulnerability deepening external debt,
narrow fiscal resilience and rationalize BCDR as BCDR in order to keep investors secure.

At this point, this academic literature is losing the point since it demonstrates this potential threat and
the need for structured planning and risk environment, but then skips the part where it demonstrates the tools for
institutional BCDR operationalization for the BCDR value to the specific context and constraints of Nigeria.
Research Objectives

The first and most important objective of this paper is to build a solid BCDR strategic plan for the
Nigerian Financial Services Sector.
These specific Objectives are:
1. An academic journal review to assess the existing BCDR strategies and their strengths and weaknesses in the
Nigerian financial services environment.
2. To pinpoint critical strategic and research voids where BCDR models are not usable and provide no guidance
to Nigerian institutions.
3. To provide a contextually relevant, three-tiered strategic plan to financial institutions to obtain operational
resilience around the pillars: Secure, Adapt, and Measure.
PAPER STRUCTURE
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The rest of this paper is organized as follows:
Section 2 describes the academic review methodology.
Section 3 provides the executive summary of the principal outcomes.
Section 4 presents the reviewed literature a comprehensive strategic gap analysis.
Section 5 talks about the central issue of the state of Nigeria’s infrastructure.
Section 6 integrates the key research and strategy shortcomings.
Ultimately, Section 7 of the document provides a final overview and presents a set of operational strategies for
the implementation of BCDR.
Methodology
Academic Review and Strategic Gap Analysis
RESEARCH DESIGN: SYSTEMATIC ACADEMIC REVIEW
The primary approach taken in working through this strategic BCDR framework is employing a systematic review
of the current body of academic literature. This method has been applied in a bid to eliminate speculation and
establish a theoretically grounded approach to the BCDR. The review is to seek out the principles entrenched in
BCDR, assess their value, and examine their relevance in the specific context of the Nigerian Financial Services
Sector from an economic and operational angle.
DATA SOURCE AND SCOPE

The review covered an examination of 10 major academic journals and peer-reviewed literature on
Business Continuity Planning (BCP), Disaster Recovery (DR), Cyber Resilience, and systemic financial risk.
The journals chosen for the in-depth Strategic Gap Analysis (as elaborated in Section 4) were selected based on
the specific focus of the three primary areas of interest in the initial threat assessment for Nigeria:
1. Cyber Threat Validation: (e.g. Adewopo et al.) pinpointing fraud and cybercrime as endemic risks in West
Africa. [3]
2. Quantitative Planning & Recovery: (e.g. Pathak & Olmo) Understanding the factors affecting the Disaster
Recovery Time Period (DRTP) and the importance of Preemptive Planning.[4]
3. Risk & Financial Resilience: (e.g., Leykun) Climate vulnerability, external debt, and fiscal resilience. [5]
4. Metric Definition: (e.g., Enderami et al.) Multi-dimensional metrics for post-disaster accessibility. [6]
STRATEGIC GAP ANALYSIS FRAMEWORK

In order to convert the academic insights into an implementation-ready strategy, a bespoke Strategic
Gap Analysis was applied to the chosen fundamental articles. For each article, the analysis divided the research
into the following components:
• Core Concept: The principal theoretical or empirical contribution of the journal. [5]
• Strength: Validation for Nigeria: in what ways and to what extent does the finding empirically support or
substantiate the
need for BCDR investment or an approach in the Nigerian financial framework?
• Weakness: Strategic or Contextual Gap: the particular deficiency that inhibits direct utilization in a Nigerian
financial
institution, regardless of whether it is an irrelevant context (e.g., foreign SMEs, non-financial context) or a lack of
specificity in the implementation (e.g., ignoring CBN regulation, tiered recovery, or local infrastructure realities).

This structured gap analysis results in the proposed strategic roadmap which addresses the gap
between the contemporary BCDR theory and the Nigerian applicability.
KEY FINDINGS FROM THE JOURNAL REVIEW

Based on the systematic review of 10 academic journals and a preliminary threat assessment, the core
findings leave no room for ambiguity and point to the necessity of a local BCDR strategy in the Nigerian Financial
Services Sector. Such info shape the new strategic gap analysis and upcoming roadmap.
GOAL: ACTIONABLE RESILIENCE

The most crucial outcome of the review is the implementation of a strategic and resilient business
continuity and disaster recovery (BCDR) framework for the Financial Services Sector of Nigeria, taking into
consideration the specific local risks, including:
• Cybercrime
• Unreliable infrastructure
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• Non-specific compliance to regulations
3.2 STRATEGIC INSIGHTS

The review revealed three strategic insights that are critical for every Nigerian BCDR framework:
Insight 1: Cyber Resilience is the Main Threat Focus
• Main focus: Cyber resilience is the core BCDR pillar in West Africa.
• The region is one of the top global cyber threat zones in the world. There is a lack of financial resource (fraud,
Yahoo Yahoo,419 scamming) and it makes the Nigerian BCDR primary focus cyber resilience.
Insight 2: Efficiency is a Requirement Due to Economic Justification
• Economic Justification: Unpredictable systemic risks, including climate and debt vulnerability, require efficient
recovery budgets to be pre-allocated.
• Nigeria is one of the most climate vulnerable region. It makes BCDR a top priority to manage the financial risk
and maintain investor confidence to banks. It is evident that pre funding BCDR (e.g insurance, planned approach)
highly reduce time to recovery.
Insight 3: Success of Metrics Must Shift to Accessibility
- Metric Shift: To be BCDR is to be measured by ‘Customer Accessibility’ and not just IT systems available.[5]
- Such a change in measurement focus is away from technical recovery of IT systems and toward recovery of the
organization and its functionality. This is in line with contemporary norms. Evaluating a post disaster recovery is a
function of several parameters – Proximity, Availability, Adequacy, and Acceptability of services[5]
Literature Review

Using the Strategic Gap Analysis framework, this segment of the research study attempts to apply
knowledge gained from the literature to the operational and regulatory environments of the Financial Services
Sector of Nigeria. This evaluation process accomplishes the dual purpose of identifying the strengths and
weaknesses of the literature pertaining to this research.
THE CYBER THREAT LANDSCAPE
This central analysis considered the gaps in cybercrime policies in West Africa and identified fraud/expression as
a chronic risk.[3]
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STRENGTH: VALIDATES THE THREAT WEAKNESS: STRATEGIC AND CONTEXTUAL GAP

Given the regional threat matrix, a primary driver for
Nigerian BCDR should be cyber resilience [2]

General policy is emphasized rather than institutional
BCDR [3]

Directly identifies specific regional threats: Financial
fraud, “Yahoo Yahoo”, and 419 scams, which target
financial institutions[4].

Lacks operational recovery specificity. Denies the
existence of a Tiered System Recovery (e.g. Core
Banking Systems vs. Payment Gateways [5]

Fails to include specific CBN regulatory compliance
recovery model requirements, a mandatory criterion for
Tier-1 Nigerian banks [6].

Conclusion: The literature confirms the primary
threat but offers no actionable cyber-architectural
parameters for dispersed geo-recovery.

4.2 PLANNING AND RECOVERY TIME
This addressed aspects concerning proactive planning and its importance to minimize the Disaster Recovery
Time Period (DRTP)[4]

STRENGTH: QUANTIFIES BCP VALUE WEAKNESS: IRRELEVANT CONTEXT AND
INFRASTRUCTURE GAP

Empirical evidence shows how recovery time is
greatly mitigated through non-structural mitigation
(BCP, insurance)[8].

The foundational context is irrelevant as destructive
impacts of flooding to Thai Small and Medium
Enterprises (SMEs) is what it primarily addresses.[9]

Proximate BCDR Investment Economic
Justifications. Nigerian infrastructure realities.[10]

Remain unaddressed. Continuous underlying factors
such as instability of the power grid, cuts to the fiber
backbone, and digital transaction failures that are costly
are not considered.

Conclusion: While BCP benefits are quantifiable
this model’s recovery framework is significantly
weakened due to not accounting for the realities of
an unstable local operating environment

4.3 SYSTEMIC FINANCIAL RISK
This literature addressed the vicious cycle where the lack of climate resilience amplifies external debt, thereby
reducing the overall fiscal resilience of the country.[5]

STRENGTH: JUSTIFIES MACRO-LEVEL INVESTMENT WEAKNESS: NON-ACTIONABLE
STRATEGY

Macro level evidence is provided linking climate risk to
systemic financial instability[4].

At the institutional level, the findings are non-
actionable[6]. There is no translation of BCDR
at the micro level implementation from the
macro economic variables (e.g. Debt/GDP).

Justifies the need for Nigerian banks to focus BCDR to Did not provide guidance on allocating internal
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STRENGTH: JUSTIFIES MACRO-LEVEL INVESTMENT WEAKNESS: NON-ACTIONABLE
STRATEGY

sustain investor confidence during times of vulnerability
posed by the country’s high debt.

budgets, on what disasters recovery
infrastructure is provisioned and on what
infrastructure is provisioned (cloud vs on prem)
infrastructure investments and costs

Conclusion: This one is easy. Given how enormously
specifically the analysis focuses on the national economic
pressure, one can argue that the analysis did a largely
adequate job with regards to justifying the BCDR a
necessity. What the analysis fails on is how to actually
implement it

4.4 MEASURING BCDR SUCCESS
To create a multi-dimensional indicator measuring the impact of disasters on accessibility in terms of Proximity,
Availability, Adequacy, and Acceptability, the core concept of this research [6]

STRENGTH: ROBUST METHODOLOGY AND METRIC SHIFT
WEAKNESS: NON-FINANCIAL
CONTEXT AND LACK OF
LOCALIZATION

Moves beyond the antiquated and outdated metric of simple “System
Uptime” to focus on Organizational Functionality[2].

This is a model based on a non-
financial context. Specifically,
studying US schools and
pharmacies.

It focuses on obstruction of customers in being able to gain access to
services[2]. This also is sought to meet current regulatory requirements
on operational resilience[3]

It requires significant adaptions to
measure digital banking recovery
metrics in Nigeria (i.e app latency,
USSD availability, and transaction
throughput)[4].

Conclusion: The conclusion is that the framework for measuring
success is sound, relies on that soundness being needed localization
to measure and accurately reflect the restoring of digital financial
services in Nigeria IV. Given how enormously specifically the analysis
focuses on the national economic pressure, one can argue that the
analysis did a largely adequate with regards to justifying the BCDR a
necessity. What the analysis fails on is how to actually implement it.

4.5 THE FOUNDATIONAL CHALLENGE: NIGERIAN INFRASTRUCTURE
A concluding observation from the strategic literature review pertains to the absence of consideration of

the fundamental infrastructural instability in Nigeria. Since BCDR in the financial sector is largely a matter of
physical resilience[1]. The significant reliance of the sector on unstable public infrastructure creates the single
most significant point of failure [2] hence making compliance with other global standards an exercise in futility
unless contextually anchored to Nigeria [3]. This gap is the basis for the geo-dispersed cloud architectures
strategic need or multi-site data centers [4].
Infrastructure Gaps And Their Effect On Bcdr

 The following infrastructural realities warrant a radical change in the strategy and investment focus of
BCDR.
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 Power Stability and Zero RPO: Core systems must be designed to withstand frequent grid collapses
without data loss. Zero Recovery Point Objective (RPO). The grid instability creates costly, non-
sustainable, diesel-generator reliance, which complicates the overall operational expenditure (OpEx)
and system.

 Connectivity Vulnerability: Redundant cross multiple, diverse Internet Service Providers (ISPs) is a must
due to vulnerable fiber backbone reliance. Frequent fiber cuts from roadworks or weather actively
mitigate any connectivity redundancy.

 Data Center Dispersion and Latency: For critical data centers, sufficient physical distance is necessary
to mitigate the risk of flooding or civil unrest during a region-wide multiple-venue event .

 Nevertheless, the proximity of centers is a balance of trade-offs according to the engineering challenges
posed by the need for replication.

 Diesel generators’ dependence is a risk for the BCDR: The generators’ running costs matter, but are
secondary to the risks posed by the procurement, storage, maintenance, and potential supply chain
disruption involved with fuel.

NIGERIAN
INFRASTRUCTURE
REALITY

IMPACT ON GLOBAL BCDR
METRICS REQUIRED STRATEGIC ADAPTATION

Grid Instability Threatens Zero RPO (Data
Loss)

Investment in robust UPS, on-site gas generation,
and power-failure-tolerant storage arrays.

Fiber Vulnerability Undermines RTO (Time to
Recover)

Mandatory, geographically diverse, multi-carrier
connectivity redundancy.

Localized Risk Failure of global adherence
without local adaptation

Geo-dispersed architecture to mitigate region-
wide events.

Failure to integrate these core physical realities into the BCDR framework means failure is virtually guaranteed,
regardless of adherence to global policy.
CRITICAL RESEARCH AND STRATEGY GAPS

The first gap arises from navigating abortion care ethics. In the strategic oversight, there is a significant
gap between the more abstract BCDR principles and the very particular, high-risk practices within the Nigerian
Financial Services Sector. The existing literature identifies the Threat, the Need for Planning, and the Risk
Environment, but, most critically, the literature is void of any functionality towards implementation needs
particular to Nigeria, thus establishing three more strategic and research gaps.
5.1 GAP 1
APPLIED CYBER ARCHITECTURE AND TIERED RECOVERY
The literature identifies cybercrime as the primary threat driver, but does not offer the specific detail needed for
institutions to implement.
• The Gap: There is a conspicuous lack of developed architectural designs for geographically dispersed BCDR
especially for the Tier-1 Nigerian banks.
• The Need: Scholarship needs to move from the conversation of loose frameworks to the more specific
discussions of what Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) that underpin critical
applications like core banking and the NIBSS settlements, especially under active cyber-attack conditions. This
involves frameworks that can address the challenges of maintaining synchronous transaction integrity, especially
when replicating data over diverse, vulnerable network backbones.
5.2 GAP 2
REGULATORY IMPACT MODELING AND ECONOMIC JUSTIFICATION
Macro-economic studies analyze the climate and debt vulnerability relevant to financial distress, justifying the
investment in BCDR. However, the studies bail out on any internal budgeting and regulatory risk management.
The Gap: Integrated approaches in BCDR planning and budgeting justified by CBN penalties and reputational
cost are sorely lacking. Existing models monetary impact more as a regulatory abstraction than a by which
implication drives fines.
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The Need: Strategic models on the real economic impact of non-compliance during outages are necessary. This
should be a quantification of the regulatory fines and the downstream cost of loss in investor/customer
confidence in order to justify a business case for a particular BCDR infrastructure spend.
5.3 GAP 3
METRIC LOCALIZATION AND INFRASTRUCTURE VALIDATION

The trend is strong on the measure of success switching to “Customer Accessibility”, but the underlying
metrics are fundamentally wrong as they are modeled on foreign, non-financial settings (e.g. US schools).
The Gap: The current “Accessibility” metrics are not moderated for the extreme local Nigerian infrastructure
constraints. They fail to measure the true quality of recovery in a digital financial environment.
The Need: Recovery metrics need to be validated against Nigerian realities.
Strategic Roadmap and Conclusion
6.1 Strategic Roadmap: The Path to Resilience

The strategic roadmap for Nigerian financial institutions must integrate the empirical insights from global
BCDR theory with the imperative for localized adaptation. To build a truly resilient financial sector in Nigeria,
institutions must move beyond generic compliance and integrate Cyber Resilience into a thoroughly tested
Disaster Recovery Plan (DRP) Architecture while navigating systemic Climate-Financial Risks.
The proposed strategy is structured around three core, localized pillars:

STRATEGIC
PILLAR ACTIONABLE FOCUS RATIONALE (ADDRESSING IDENTIFIED GAPS)

1. Secure
Prioritize fraud detection and
cyber defense in BCDR
budgets3.

Directly addresses Gap 1: Applied Cyber Architecture by
treating cyberattack and fraud as the most probable disaster
scenario, necessitating defined RTO/RPO for critical financial
settlement systems (e.g., NIBSS).

2. Adapt
Localize recovery plans for
Nigerian infrastructure
(Power/Comms)4.

Directly addresses the Foundational Challenge by mandating
contingency for grid failure, fiber cuts, and diesel supply chain
risks. Requires investment in geo-dispersed, multi-site
redundancy architectures.

3. Measure
Adopt "Customer
Accessibility" metrics over
simple uptime stats5.

Directly addresses Gap 3: Metric Localization by shifting
focus from IT system uptime to the customer's ability to transact
(e.g., App latency, USSD functionality, transaction throughput
rates).

Contribution to Knowledge
The emerging markets in Business Continuity and Disaster Recovery will be enhanced due to this paper.

This framework will be the first of its kind, and as such, it will focus on the specific BCDR needs of the Nigerian
Financial Services Sector. This will be due to the unique confluence of challenges it presents, which this paper
addresses via a systematic review and Strategic Gap Analysis on 10 leading academic journals. The key
contributions include:

 Cyber Resilience: The recognition that cyber risk is the foremost architectural challenge, and therefore
needs to be addressed such that policy frameworks become peripheral[6]

 Localization Imperative: The Localization of BCDR Standards: By elucidating the specific elements of
infrastructure (Power, Connectivity, Dispersion) that nullify the effectiveness of global BCDR standards.

 Metric Shift: Formalizing the need to transition BCDR success measurement from technical metrics
(system uptime) to customer-centered metrics (accessibility, transaction performance).

Conclusion
The justification for the need for BCDR in Nigeria is no longer a question of policy advocacy, it is a

question of the fragility of the Nigerian economy. Motivation for planning is already covered in the current
academic landscape. The next phase of research must look at the implementation science.
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Resolving the possible shortcomings in the Nigerian financial sector’s cyber architecture, regulatory
impact modeling, and metric localization will provide the Nigerian financial sector the operational resilience which
is technologically achievable and operationally feasible in their settings.
Future Research

Focus of future research needs to be on the relevant computational and simulation models needed to
operationalize these strategies such as:
• Constructing a mathematical model of Tiered Recovery RTO/RPO under synchronous replication, Nigerian fiber
latency and vulnerability.
• Constructing a model of a regulatory cost-benefit analysis of factoring in the financial penalty of non-compliance
to CBN as a cost to the investment needed for disaster recovery infrastructure.
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